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Using Strong Passwords

Cyber criminals can use methods to guess
weak passwords and deploy tools to help
them quickly crack passwords. Here we will
provide tips on how to generate a strong
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Attackers will try the most
common passwords (such as
123456789) or use publicly avail-
able information to try and access
your accounts. If successful they
can use the same password to .
access your other accounts. %y sl

Create a strong and memorable password for important accounts.

%@g Use three random words such as the Key2 Happiness! Avoid using predictable
passwords such as dates, family and pet names.

Use a separate password for your work account.
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»(_iﬁ If an online account gets compromised, you don't want the attacker to also know your

work password
Use two factor authentication for important websites like banking
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. and email.
@ 2FA provides you with a way of double checking that you are the person you are claiming
to be when you're using online services

If you nhotice any suspicious activity on your PC please contact the ICT department immediately



